Bhupesh M.
Technical Specialist at LSEG

Use Case

[ use One Identity Active Roles primarily
for identity management. We use it for
managing multiple domains from a single
interface, and the domains do not have
trust between them. It has been used by
multiple support teams, such as the service
desk or the identity access management
team for account creation, modification,
and management of accounts. It is mostly
focused on account creation, modification,
deletion, and AD objects.

Valuable Features

The best features of One Identity Active Roles
include managing multiple domains from a

single interface. I don't need to log into jump
servers, making it very easy to log in from the
web and manage it. Dynamic groups are also

one of the best features, eliminating the need
to add or manage members manually.

“The granular control is
exceptional; we can give the
least control required by the
team. For modifying any group,
we don’t have to give create
and delete roles; we can just
give them the move role.”

“I would recommend One
Identity Active Roles based
on its ability to manage
domains from a single
interface and provide minimal-
required access based on
work requirements. The web
interface login and MMC
console are very user-friendly.”

The management unit is another excellent
feature, which we can use as a virtual OU to
identify missing elements.

Results

One Identity Active Roles has helped my
organization reduce the number of
incorrect privileged accounts through

the management unit feature. It helps us
identify accounts that are not in use, and
while creating admin accounts, we use it to
set policies regarding which required fields
must be filled during account creation. This
helps us keep the process clean and ensures
all required attributes are filled before
account creation. We have scheduled scripts
on One Identity Active Roles that check if
activity meets criteria. If it doesn’t, it will
move the account to a specified OU, disable
it, or delete it, as per the defined process.
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